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Is AI a menace or a tool 
for Cyber Security?

Quite sure you know the answeré it depends.



AI and Cyber Security: double Edge sword
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AI and Cyber Security: Market
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AI and Cyber Security: and the companies?
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AI and Cyber Security: and the companies?
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AI and Cyber Security: are the bad guys using it? How?
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AI and Cyber Security: are the good guys using it? How?
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AI and Cyber Security: deepfakes
MWC 2025

10https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html 

https://www.theguardian.com/us-news/2024/jan/22/biden-fake-robocalls-new-hampshire



AI Deepfakes:
Threats and Solutions



Deepfakes and scams are increasing
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There has been a 4x increase in 

the number of deepfakes detected 

worldwide from 2023 to 2024, 

accounting for 7% of all fraud attempts.
Sumsub
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Sumsub



Deepfakes and scams are increasing
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The number of deepfake videos 

increased by 550% between 2019 and 

2023, reaching a total of 95,000 videos.
Home Security Hero



Easy access and increasing number of AI tools to generate deepfakes
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The average time for creating a deepfake photo or 

video is approximately 27 seconds.

The development of AI deepfake tools continued 

to rise, surging by 44% in 2023 and growing by 

28% in 2024.

Humanize AI



Easy access and increasing number of AI tools to generate deepfakes
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A voice can be cloned with 10 seconds of audio.



AI deepfakes will generating important losses
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Gen AI could enable fraud 

losses to reach US$40 

billion in the United States 

by 2027, from US$12.3 

billion in 2023, a compound 

annual growth rate of 32%.

DeloitteôsCenter for Financial Services



Some AI deepfakes scam examples
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https://www.cbsnews.com/texas/news/deepfakes-ai-fraud-elon-musk/

Using influential 

people deepfakes for 

investment frauds 



Some AI deepfakes scam examples
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https://www.insurancejournal.com/news/national/2024/07/17/784226.htm 

https://www.lawsociety.ie/gazette/top-stories/2024/january/deepfake-

fraud-among-ai-risks-for-insurers/

Insurance frauds



Some AI deepfakes scam examples
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21https://cyberscoop.com/cyber-firm-knowbe4-hired-a-fake-it-worker-from-north-korea/

Face Swapping 

scams



Some AI deepfakes scam examples
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22https://www.abc.net.au/news/2024-05-16/pig-butchering-scams-

artificial-intelligence-ai-face-swapping-/103804830

AI-Powered

Romance scams



Some AI deepfakes scam examples
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https://abc7news.com/ai-voice-generator-artificial-intelligence-kidnapping-

scam-detector/13122645// 

https://edition.cnn.com/2024/09/18/tech/ai-voice-cloning-scam-

warning/index.html

Voice Cloning

scams
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A solution for AI deepfake detection
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TU VerifAI is our solution for detecting 
content generated or modified by AI, 
helping companies and users protect 
themselves against the dangers of AI 
deepfakes.



Tu Verifai: to protect companies and users
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https:// www.tu.com /verifai


