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CYBERSECURITY CHALLENGES
Internet of Things

New wave in digital evolution...
Increases your attack surface
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CYBERSECURITY CHALLENGES

OT Systems Evolution

OT System

Fully Air-Gapped

OT System

i;i More Isolation

[t
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Examples of Traditional OT Systems

Supervisory Control and Data Acquisition
(SCADA)

Industrial Control Systems (ICS)

Programmable Logic Control (PLC)

Process Control Networks (PCN) — Including
Safety Instrumented Systems (SIS), Engineer
Workstation and Human Machine Interface (HMI)
Distributed Control Systems (DCS)

Computer Numerical Control (CNC)

Partially Connected
to Each Other

“Retrofitted” Newly Designed/
Cyber-Physical Engineered
System Through Cyber-Physical

IT/OT Convergence System

More Connectivity

Examples of OT-Related Cyber-Physical Systems

Industrial Robots

Virtual Reality Manufacturing Simulation Systems
Self-Optimizing Press-Bending and Roll-Forming Machine
Adaptable Production Systems

Energy-Efficient Intralogistics Systems

Connected 3D Printers

Smart Grids

Source: Gartner




CYBERSECURITY CHALLENGES

Fully Air-gapped OT system (at the end of 1990s)
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CYBERSECURITY CHALLENGES

OT Systems starts connecting to each other (2005-2010)
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CYBERSECURITY CHALLENGES Remote Access

OT-IT Convergence (2010->) O
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CYBERSECURITY CHALLENGES

+Factory of the Future (2020->)
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Summary of the most relevant incidents affecting industrial infrastructures

* New York dam 1] T .
floodgates % « German steel mill 1""‘ « Trisis/Triton: Ekans a
compromised furnace destroyed CC Malware = ransolinware | ﬂ
o designed to atta]cc on severa
« Car transmission and compromise e sectors
brakes controlled safety « SolarWinds Orion
* Ukraine power grid
knocked offline mmln
2010 ... 2013 2014 2015 2017 2018 2019 2020 2021
A\ * Global * Global aluminium
* Stuxnet disrupts Iranian * Hospital drug production of a producer TR * Attempted
nuclear program infusion pumps big pharma shutdown by " isoning of
pump company I poisoning o
hacked shutdown by | ransomware -t water supply
» City trafficlight @Yy ransomware (@ * ASCO parts « Oil pipeline =
hacked M o [ ($1Bloss) shutdown by shutdown by —
@ T « Shipping ransomware ransomware
company global
shutdown by N
ransomware

‘s. Telefonica Tech

($250 M loss)

=

Source: Original Fortinet slide completed with recent incidents




INTRODUCTION

Cybersecurity challenges of industrial organizations: our experience

Short-term challenges Medium-term challenges Long-term challenges
What do | have in the factories? What can | do to be more resilient? What security requirements must
What risks is my organization What cybersecurity solutions do | ggtmstt %ggezzf?ﬁeﬂgges that are
exposed to? start with? y 0 '

How can | meet my budget?

.E. Telefénica Tech






CYBERSECURITY SOLUTIONS
How we approach cybersecurity in industrial sectors

8{8 A Eﬂ Plan
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Current
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hacking

| The level of maturity improves in cycles /
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CYBERSECURITY SOLUTIONS
Start by knowing your infrastructure and assessing your security posture

Publication:

g4 - Cybersecurity for Industrial

c i Target ::
ompliance profile —
Current
rofile i
: » ’ .
Diagnose
g oo < ’
oo H
oo
Ethical : (]
hacking °° Current
— rofile
oo p
https://pro-cdo-web-resources.s3.eu-west-
1.amazonaws.com/elevenpaths/uploads/2021/9/telefoni
ca-tech-industrial-digitalisation-cybersecurity-en.pdf

[ The level of maturity improves in cycles /
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CYBERSECURITY SOLUTIONS
An example of a Cybersecurity assessment report

Index of contents

1
i
3
4.

41 Methodology framewark
42 Purdue reference model
43 Assessment tools...
5.  Executive SUmMmEry -.......
Shobal security status ...

6.1. Context.......

m

supplied services

6.1.1
6.132 Arguitectura de red

6.2. Gathering of information
6.2.1. Information about identification and authentication
5.22. Information about access control
6.23. Information about system integrity
6.2.4. Information about Communication flows
6.2.5. Information about system control

7. Metwork traffic analysis. ...

7.4 Introduction .........

72 ExeCuUtive SUMMary ........

73. Inventory and uss.
73.1. ASSETS ...
7332, Metwork protocols ..
733, Communication flows

74, Security findings ... .
741, Use of insacure protocols,
742 Vulnerable assets ...
743, Use of weak or unencrypted passwords
7.4.4, Metwork design issues....
745, mahware activity and net ttacks
746, Connactivity problems ..
7a7.

E. Recommendations..

Configuration issues..

B.1 Introduction -
B.2. Corractive measur
821, To change default and passwords
822 To check user accounts on industrial systems
823 To check malware activity and network attacks
B.24 To update firmware and software
8.25 To use securs protocols and wersions
826 To zolve identify vulnerabilities
8.2.7 To check and disable unnecessary communication flows
228 To label the wiring..............
8.29, To unplug free ports in the switches
B.2.10. To create physical and logical diagrams
B.3. Preventive measures .
B3.1. Administrative measures
832 Technical measures
B8.33. Complementary services.
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Asset inventory in the plant:

2 B K [ 2n

75 4 6 1 0 3

OT Systems IT Systems Industrial Industrial Out-of-support Mobile Remote Access
(Levels 0-3)° (Levels 4-5) providers protocols systems devices applications

Figure 5. Collection of inventory and use of assets in the plant XXXXX (Summary).

Security findings in the plant:
Q@ [o] 7 ) =2
xxxx = =3 IPV6
1 5 2 31 0 3 8

Identities & Use of Systems with Systems with Systems Multi-homed Systems
passwords insecure critical medium vulnerable to systems’ with IPv6
protocols vulnerabilities vulnerabilities encryption addresses
Zil
%, 28 Y
[

1 0 5 3 32 15 10

Malware Suspicious Suspicious Notable Suspicious Connectivity  Configuration
activity files internal ports external activity problems problems
download activity scanning events events

Figure 6. Collection of security findings in the plant (Summary).
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CYBERSECURITY SOLUTIONS

How we approach cybersecurity in industrial sectors
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| The level of maturity improves in cycles /




CYBERSECURITY SOLUTIONS
Define a plan that starts by “Fixing the basics”

@ O00O0

Security level

©)

Physical security
Security master plan
Asset inventory
Vulnerability identification

Cybersecurity Assessment

O@000

» Segregation - V.P.
* Segmentation

+ Diodes*

* ACLs

02 Protect

O

O0@00

App whitelisting
Endpoint protection
(servers, robots ...)
Identity management
Remote Access
management

Cybersecurity solutions implementation

O00@O

* OT Security monitoring

* Incident management

* Vulnerability
management

04 Mmonitor

O000e

* Threat intelligence
» Deception
* Network encryption

Manage and
05 optimize

i
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Maturity level






ALIAS
ROBOTICS

Alias Robotics is a robot cyber security
firm. Founded upon previous experiences
in robotics, we take a roboticists'
approach to cyber security and deliver
security solutions for robots and their
components.




OUR
JOURNEY

< /Y] &

BIRTH OF PRE-SEED RIS RIS PARTNERSHIP CS4R PARTNERSHIPS
ALIAS ROBOTICS ROUND ANNOUNCEMENT DEPLOYMENTS WITH TELEFONICA INITIATIVES AND LARGE CUSTOMERS
V V \V V V V V
SClier'lts SClier'lts SC;L‘\EI?S:S
EUROPE USA APAC

2018 2019 2020 2021
2018 2019 2020 2021
@ ACKNOWLEDGMENTS I SOUTH SUMMIT WINNER “EL REFERENTE” AWARD CVE NUMBERING AUTHORITY (CNA) QUALITY INNOVATION AWARD
Among the 100 best startups in the Top 5 startups Spain Recognized as the only Spanish CNA, together International winner in the category "Innovation

world with Incibe. in SMEs".



LEADING ROBOT
CYBERSECURITY

1K+

ACTIVE
VULNERABILITIES

20

N

COMPANIES WHERE

WE HELP SECURE

https://github.com/aliasrobotics/rvd

i aliasrobotics /RVD  public

<> Code () Issues 221 11 Pullrequests ) Discussions (O Actions  (© Security |2 Insights & Settings

P master = P Nbranches © 0 tags Gotofile  Addfile~
% rvd-bot (automatic) Update README.md 9500429 on 30 May O 942 commits
= github Fix Issue management action 16 months ago
M deprecated Backup flows and clean Issue management one for now 2 yoars ago
W docs Update TAXONOMY.md 2 years ago
W examples Add CLI tool flles 2 years ago
W rvd_tools Fix unnecesary args 12 months ago
= training Update training again, do not use title 2 yoars ago
[ gitignore Update list —-fromdate to include label 15 months ago
[ LICENSE Add GPLV3 license 2 years ago
[ MANIFESTIn Add first prototype for CVE file generation 2 years ago
[ README.md (sutomatic) Update README.md 4 months ago
0 alurityymi Add alurity.ymi file for short demonstration 16 months ago
0 setuppy Merge pull request #3338 from allasrobatics/dependabot/pip/pyyaml.. 4 months ago
= README.md 4
| vunersbites 321 ougs Eff metormed o J trsge KRl avpecetes £

Robot Vulnerability Database (RVD)

ALIAS ROBOTICS
Robot Cybersecurity

icie arxiv:1912.11299

This repository contains the Robot Vulnerability and Database (RVD), an attempt
to register and record robot vulnerabilities and bugs.

Vulnerabilities are rated according to the Robot Vulnerability Scoring System

(RVSS). For a di regarding and the diffs between robot ilities, robot



https://github.com/aliasrobotics/rvd
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OUR OFFERING



SECURITY IS




PRODUCT



©RIS

“ ALIAS ROBOTICS

ROBOT IMMUNE SYSTEM

Robot cyberattacks & malfunctions




CONECTING...






HOW DOES

Robot Immune System (RIS) o s e C6o0 O
Program | Installation = Move 1/0 = Log
TCP Configuration

RIS is a Robot Endpoint Protection Platform

Mounting

| Robot Immune System 0 @)RJS

1/0 Setup

(REPP), an integrated suite of endpoint Status: danger ¥ Wardaning

'@sdety v Firewall

. . i 2:00:00 Logeing

protection technologies for robots. RIS gets - | PopUps: on i
MODBUS ®

deployed directly into your robot or robot Alerts:

Smooth Transition

component. —including a next-gen antivirus, Conerdr Tracking
EtherNat/IP 2018-12-09 00:15:54

h a rd e n i n g fo r k n own flaws : d ata e n C ry pti o n 2 PROFINET ;r. :70'9»1?-09: 00:15:40] [1] [NEW tcp connection from local 192.168.111.72 using app;l.',‘.
Robot Immune System ‘ ‘ [2012-12-02 15:48:11] fa] [NEW connection to port 30001]

i ntru SiO n p reve nti O n m eC h an is m S , d ata loss Defaite Programy [2012-12-02 15:45:24] [4] [NEW connection to port 30001)
Load/Save [2018-11-29 14:11:24] [S] [CLOSED tep connection from local 19216811172 using app

|4 »

prevention, etc.— that detects, prevents, stops |

and informs on a variety of threats that affect

the robotic system.



CONECTING...






@1 ® File 00:15:55 Ccccc 0\

[ Program | Installation | Move | I/0 | Log

TCP Configuration
- Robot Immune System
ounting
LOBSLP Status: clear N
'ﬁSafaty (@) BRMDVI(S
D in
Variables eteCt g PopUps: on v Hardening
I I MODBUS ‘f/?;‘;;:‘;
(a S p e rS ( Features v Als

Smooth Transition

©

EtherNet/IP

2020-01-15 13:25:01
PROFINET T
[2020-01-15 13:25:01] [Alert status checked and cleared by operator t

Robot Immune System @ [2020-01-15 13:25:00] [1] [NEW tcp connection from local 192.168.111.72 using applic ’
0 [2020-01-14 23:41:14] [Alert status checked and cleared by operator =1
@ [2020-01-14 15:48:11] [4] [NEW connection to port 30001]
@ [2020-01-14 15:45:24] [4] [NEW connection to port 30001]
<4 »

Conveyor Tracking

Default Program

Load/Save

\S =%

— O @




INDUSTRIAL
ROBOT PROTECTION

[y _ )
e - =Rros & .
(© "
[ J
* ALIAS ROBOTICS e S |28
RIS connects seamlessly to existing market lead OT S
security solutions jrm———— = AV Seinton «
A dedicated layer to provide security and visibility to robots R 1 (A
. . . e OT solution1 |
Our product advocates for a security in depth paradigm R b — e o
and zero -trust robotics TWORK b @RIS ‘ (O)RIS
Increased compliance with IEC 62443 ‘of ‘of
LEVEL O ) )
@ @



g

: [l
.___§§

i _:.

RIS



SUMMARY
An overview of the cybersecurity solutions for the Factory of the Future

Third Party Integration

Corporate ecosystem
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OT&IloT Security

— Monitoring
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1
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\
Endpoints in production line 1 \ { % Perimeter protection
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u
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?‘ b Endpoint protection
= I |
I |

Partner
. OT&IoT Security '~ %@ APls

é n -‘\\‘ lé‘,}; (((,)) f Monitoring J_.\l-..

. . . . ; Corporate systems
Endpoints in production line N / Perimeter
/ Communication Network :
! protection
0®\ a . ’ =
? R Endpoint protection

and platforms @ Apps
] (@ 07 g /
| ¥
N L g U

(MES, ERP ...)
Engineering systems and rest of legacy OT

OT&IoT Security £

Monitoring ?
P
-

@ . .
Endpomt OT&_IOT Security i
AN protection —zx— Monitoring 1 Sl
1

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e . . Internet Breakout
Perimeter protection

&g Professional Services: Consulting, Assessment & Pentesting
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